NHOOPMALIMOHHASA TAMATKA Ne2
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaX[bIM roflOM MOJIOAEXW B UHTEPHETe CTaHOBUTLCA OOMbLUE, a LUKOMbHUKW Of4HW U3
caMbIX aKTUBHbIX Mofb3oBatenell PyHeTa. Mexay Tem, MOMWMO OFpPOMHOrO KO/M4ecTBa
BO3MOXHOCTEN, UHTEPHET HEeceT W npobnembl. ITa NaMATKa JOMHKHA NMOMoYb Tebe 6e30nacHo
HaxXoAWTbCA B CETU.

KomnbroTepHbie BUPYCHI

KOMMNbIOTEPHBI/ BUPYC - 3TO PA3HOBWAHOCTb KOMMbLIOTEPHLIX MPOrPamMM, OTANUNTENLHON
0COGEHHOCTLIO KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWIO. B A0MOMHEHVE K 3TOMY,
BMPYCbl MOTYT MOBPEAUTD UM MOMHOCTLI0 YHUUTOXUTL BCe (haliNbl U faHHble, MOAKOHTPO/bHbIE
MoNb30BaTeNto, OT UMEHM KOTOPOTro Gbl/a 3amyLLeHa 3apakeHHast Mporpamma, a Takxke NoBpeAnTb
UMW J@Ke YHUUTOXWTb ONepaLyoHHY0 CUCTEMY €O BceMu haiinamu B LieNoM. B 60MbLIMHCTBE
CNyy4aeB PacnpoCTPaHSOTCS BUPYChI Yepe3 MHTEPHET.

MeToAbl 3alWTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Vcnonb3yii COBpeMeHHbIe OMepPaLMOHHbIE CUCTEMbI, VMEIOLLME Cepbe3Hbli YPOBEHb
3aLMTbl OT BPEAOHOCHbIX NPOrpaMm;

2. T1OCTOSIHHO YycTaHaB/nMBail MayTu (UMGpoBble 3annaTky, KOTOpble aBTOMATUYECKM
yCTaHaB/NBAOTCA C Lie/bo 40paboTKM NporpamMMbl) U Apyrue 06HOBNEHNS CBOEI OMepaLviOHHONA
cuctembl. CKaumBaii MX TOMbKO € ouumanbHOro cainta paspabotyumka OC. Ecnm cyulecTByeTt
PEXNM aBTOMATUYECKOro 06HOBNEHUS, BK/IHOUM €r0;

3. Pa6oTali Ha CBOEM KOMMbIOTEPE Mo/ NpaBaMu MoJb30BaTeNs, a He aAMUHUCTPaTopa. ITO
He N03BO/NT GO/bLUMHCTBY BPEAOHOCHbIX MPOrpaMm MHCTaNIMPOBATLCS Ha TBOEM NEPCOHAIbHOM
KOMIMbIOTEPE;

4. cnonb3yin aHTUBUPYCHblE MPOrpamMMHbIE NPOAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C
aBTOMAaTUYECKMM OOHOBMEHVEM 0a3;

5. OrpaHuyb U3MYECKMiA JOCTYN K KOMMbIOTEPY A1 MOCTOPOHHMX NLL;

6. Vicnonb3yii BHELLHWE HOCUTENIM MH(OpMaLMK, TakmMe Kak (reLuka, AUCK uan (aiin u3
WHTEPHETA, TO/bKO M3 NMPOBEPEHHBIX UCTOYHWKOB;

7. He 0TKpbIBali KOMMbIOTEPHbIE (haii/ibl, NONYyYeHHbIE 13 HEHAAEXHbIX UCTOYHUKOB. [axe
Te (haiinbl, KOTOPble NPUCAs TBOW 3HAKOMbINA. JTyudLle YTOYHW Y HEero, OTNPaB/AN Sin OH Te6e KX,

Ceru WI-FI

Wi-Fi - 3T0 He B1f nepefayn faHHbIX, HE TEXHOOMA, a BCEro Nnilb bpeHa, mapka. Eule B
1991 rogy HupepnaHAckasd KomnaHus 3apeructpuposana 6peHg "WECA™, uto 0603Hayano
cnosocoyeTaHue "Wireless Fidelity", KoTopblil nepeBoANTCS Kak ""6ecnpoBoAHas TOUHOCTbL".

[o Hawero BpemeHW pfowna papyras abbpeBmaTypa, KOTopas SBNSETCS TaKOM ke
TexHonoruen. 1o abopesmatypa "Wi-Fi"'. Takoe Ha3BaHMe ObIN0 AaHO C HAMEKOM Ha CTaHAapT
BbICLLEV 3BYKOBOW TeXHUKM Hi-Fi, 4TO B NepeBofe 03HayaeT "BbICOKas TOUHOCTbL".



[a, 6ecnnatHbIi MHTEPHET-AOCTYN B Kade, OTeNsx M asponoprax SABASETCA OT/MYHON
BO3MOXHOCTbIO BbIX0/a B UHTEPHET. HO MHOTMe aKCNepTbl CYMTatOT, YTO 06LLeaoCcTynHble Wi-Fi
CEeTW He ABNAOTCA 6e30MNacHbIMN.

CoBeTbl M0 6e30MacHOCTX paboTbl B 06LeA0CTYNHbIX ceTax Wi-fi:

1. He nepepasait CBOKO NMYHYIO MH(hopMaLuuto Yepes obLeaoctynHble Wi-Fi ceTn. PaboTas
B HMX, XKeflaTe/lbHO He BBOAWTbL Mapo/n JOCTYMa, IOTUHBI U KaKne-To HOMepa;

2. Wcnonb3yin 1 06HOBNAW aHTUBMPYCHble NporpamMmbl 1 6paHaMayep. TeM cambiM Tl
o6e3onacuLlb cebs OT 3aKaukun BUpYca Ha TBOE YCTPOICTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkmoum yHkumo "O6WmiA focTyn K ainam wu
npuHTepam”. JaHHad (DYHKUMS 3aKpbiTa MO YMONYaHUKO, OHAKO HEKOTOpble MO/b30BaTeNn
aKTUBWPYIOT ee ind yA06CTBa 1CMONb30BaHNSA B paboTe nnu yueoe;

4. He ncnonb3ayit ny6nmuHblii WI-FI ana nepefayv MUHbIX JaHHbIX, HAaNpuMmep 418 BbIXoaa
B COLMa/IbHbIE CETU U B 3N1IEKTPOHHYIO MOUTY;

5. Micnonb3yii TONbKO 3aLLMLLEHHOE coemHeHne vyepe3 HTTPS, aHe HTTP, T.e. npun Habope
Beb-afpeca BBOAM UMeHHO "https://";

6. B Mo6bunbHOM TeneoHe oTKAUM yHKUMIO “"ToakntoveHne K Wi-Fi aBToMaTUyeckn™.
He fonyckail aBToMaT4yeCcKoro NogKoyeHns yctpoicTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

CoumanbHbIE CETU aKTUBHO BXOAAT B HaLLy XW3Hb, MHOTUE 04N PaGoTaloT M XUBYT TaM
MOCTOsIHHO, a B Facebook y»ke 3apermcTpupoBaH MWUMMMApPA YENOBEK, UTO SBNSETCS OfHOVA
ceflbMoii Bcex >XuTeneldi nnaHeTbl. MHOrMe Nonb30BaTeNM He MOHMMANOT, UYTO MHGOopMaLMs,
pa3MeLLieHHas MK B COLMarbHbIX CETSX, MOXET ObiTb HalifleHa N UCMONb30BaHa KEM YrofHO, B
TOM umcre He 0653aTe/IbHO C 61aruMmy HaMepeHUsMM.

OCHOBHbIe COBETbI N0 6€30MacHOCTA B CoUMa/ibHbIX CETAX:

1. OrpaHunyb CNUCOK Apy3eit. Y Tebs B ApY3bsiX He JO/MKHO ObITb CyYadHbIX N HE3HAKOMbIX
NoAen;

2. 3alMLLail CBOK YaCTHYHO XKM3Hb. He yKa3biBail naponn, TenedoHsbl, agpeca, AaTy TBOEro
POXAEHMA U APYTYH NNYHYIO MH(OPMaUMIo. 3M10YMbILINEHHUKA MOTYT WMCNOMb30BaTh AaXe
MHOPMALMIO O TOM, KaK Tbl U TBOW POAMTENN NAAHUPYETE NPOBECTU KAHUKYIbI;

3. 3aluiLait cBoK penyTaLmio - IepXKu ee B YUACTOTE W 3a/laBaii cebe BOMPOC: XOTeN Obl Thl,
yTo6bI ApYrve MoMb30BaTENM BUAENM, YTO Thl 3arpyaellb? Mogymaid, npexae 4Yem 4To-TO
ony6n1KoBaTh, HaNMCcaTb W 3arpy3uTh;

4. ECN Tbl FOBOPULLb C NIIOABMM, KOTOPbIX HE 3Haelllb, He UCMO/b3yli CBOE peasibHOe UMS U
APYrYH0 NTMUYHYH MH(OPMALLMKA: UMS, MECTO XKMUTENbCTBA, MECTO YUelbl 11 NPOoYeE;

5. N36eraii pasmeLleHuns goTtorpaduii B VIHTepHeTe, rae Tbl U306paXKeH Ha MECTHOCTW, Mo
KOTOPOI MOXKHO ONpeseninTb TBOE MeCTOMOMOXKEHNE;

6. Mpy perucTpauymn B COLUMaNbHOM CETM HEoB6XOAMMO MCMO/b30BaTb C/OXHbIE NMaponu,
COCTOSLLVE U3 BYKB 1 LGP M C KONMUYECTBOM 3HAKOB He MeHee 8;



7. Ans coumnanbHOW cCeTu, MOYTbl U APYrnX CaMTOB HEOO6XOAMMO MCMO/b30BaTh pasHble
naponu. Torga ecnm Te6s B3NOMatOT, TO 3/10YMbILLIEHHMKM NOMYyYaT AOCTYN TOMbKO K O4HOMY
MEeCTY, a He BO BCe Cpasy.

3J'[eKTp0HH]>Ie JACHBI'H

ONEKTPOHHbIE [eHbIMN - 3TO O4YeHb YAO0OHBIA CNOCO6 MnaTeXxen, O0fHAaKO CyLEeCTBYHOT
MOLLUEHHWKM, KOTOPbIle XOTAT NONYYUTb 3TN AEHLIU.

3}'IEKTpOHHbIe JEeHbI'n nosaBuMInCb CoBCeEM HedaBHO U MMEHHO WM3-3a 3TOro0 BO MHOIUX
rocygapcrtBax Ao CUX nop He nporncaHo rnpo HKUX B 3aKOHax.

B Poccum e oHU (PYHKLMOHUPYIOT 11 0 HUX Y)Ke MPOMMUCAHO B 3aKOHE, TAe NX pasgenstor
Ha HECKO/bKO BUAO0B - aHOHVWMHBbIE 11 HE aHOHKMHbIe. PasHuMLa B TOM, YTO aHOHWUMHBIE - 3TO Te, B
KOTOpPbIX pa3peLlaeTcs MNpoBOAWTb oOnepauun 6e3  MAeHTU(MKauMM nonb3osaTens, a B
HeaHOHUMHbIX UAEHTU(MNKALIMA NONb30BaTeNs ABNSETCS 06513aTeNbHON.

Takke CneayeT pasnnyaTb 3MEKTPOHHbIE (DUATHblE AEHbIM (PaBHbI FOCYAAPCTBEHHbLIM
Ba/IkOTaM) U 3/1IEKTPOHHbIE He(haTHble AeHbIM (He paBHbI FOCYAAPCTBEHHbIM Ba/lloTaMm).

OCHOBHble COBETbI N0 6e30MacHol paboTe C 31EKTPOHHLIMU AeHbraMu:

1. MpuBsSXKKN K cYeTy MOOU/bHBIA TeneoH. 3TO caMblid YAO06HbLIN U ObICTPLIA CNOCO6
BOCCTAHOBMTb [OCTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnn 3abyaellb CBOM
NAaTeXHbI Naposb MK 3aiifellb Ha CalT C HE3HAKOMOr0 YCTPOMCTBA;

2. Vicnonb3yit ogHopa3oBble Naponu. Mocne nepexofa Ha YCUNEHHY aBTopusauumio Tebe
yKe He 6y/1eT YrpoXaTb ONAcHOCTb KPaXky UK Nepexsata NnaTexxHoro naposns;

3. Bbibepn cnoxHbI naponb. MpecTynHukam 6y4eT He NPOCTO yrafaTb CNOXHbIV Naponb.
HazeXxHble naponu - aTo Naponu, KOTopble CofepyXaT He MeHee 8 3HAKOB M BK/IHOYAOT B Cebs
CTPOYHbIE U NMPOMUCHbIE BYKBbI, LM(Pbl M HECKO/IKO CMMBOJIOB, TaKue Kak 3HaK fo/napa, PyHTa,
BOCKNMLATENbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM IMYHbIE JaHHbIe Ha caiiTaX, KOTOPbIM He A0BepsieLLb.
DJIeKTPOHHAA MOYTA

ANEeKTPOHHas MoyTa - 3TO TEXHOMOIMS U NPefoCTaBNseEMble €0 YCNYrK MO MEePeChINKe u
MONYYEHNIO 3/IEKTPOHHBLIX COOOBLLEHWIA, KOTOpble PacnpefenstoTcs B KOMMbIOTEPHONM CeTu.
OO6bI4HO  9MEKTPOHHbIA ~ MOYTOBbI  AWWK  BbIFNAAUT  cCnegylowmm  06pasom:
MMSi_NoMb3oBaTens@umsa_aoMeHa. Takke KpoMe mnepefjaynm MpoCcToro TekcTa, WUMeeTcs
BO3MOXXHOCTb NnepefaBaTtb (haiinbl.

OCHOBHbIE COBETbI N0 6€30MacHoi paboTe ¢ 3NeKTPOHHON MNOYTOMN:

1. Hago BbIGpaTh NpaBW/bHbIA NOYTOBbIA CePBUC. B MHTEPHETE eCTb OFPOMHbIV BbIGOP
6ecnnaTHbIX MNOYTOBbLIX CEPBMCOB, OAHAKO Nyulle A0BEPSTb TeM, KOF0O 3Haelllb 1 KTO MepBbiil B
PENTUHTE;

2. He yka3blBall B /IMYHOM NOYTE JIMYHYIO WH(OPMaLMo. Hanpumep, nydile BblbpaTb
"My3blKa/IbHbIA_haHaT@" nnm "pok2013" BmecTo "Temal3™;



3. Vicnonb3yil AByxaTanHyto aBTopm3aumio. 3To Koraa nomMmyMMo naposs Hy>KHO BBOAMTb KOZ,
npucbinaemMblii o SMS;

4. Bblbepy CNOXHbIA Naponb. [N Kax[oro no4vToBOro fAllMKa [O/MKEH OblTb CBOM
HaAEeXHbIiA, YCTONYMBLIA K B3/IOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanmucaTb CaMOMY CBOW /IMYHbIA BOMPOC, UCMOMb3Y 3Ty
BO3MOXXHOCTb;

6. Mcnonb3yil HECKONbKO MOYTOBbIX AWMKOB. [epBbll A1 YaCTHOW Meperuckyu ¢
afpecatamu, KOTOPbIM Tbl [oBepsiellb. ITO 3/1eKTPOHHbIA afpec He HALo WMCMOo/b30BaTh Npu
perncTpaumu Ha hopymax u canrax;

7. He oTKpbIBali haiinbl U Apyrue BNOXEHMS B MUCbMaX, AaXKe eCIM OHW NPULLIN OT TBOUX
APY3€id. Jlydlle YyTOUHW Y HUX, OTMIPABASANN N OHW TeGE 3T (halinbl;

8. Nocne okoHYaHMs paboTbl Ha MOYTOBOM CEPBUCE Nepe 3aKpbITUEM BKIAAKM C CAiTOM He
3abyfb HaXKaTb Ha "BbIATK".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KnbepbynnuHr - npecnefoBaHme COOOLLEHNAMU, COAEPXKALLMMMN OCKOPO/IEHNA, arpeccuio,
3anyrmBaHue; XynnraHcTBo; couuanbHoe 60MKOTMPOBaHME C NOMOLLbIO Pa3/IMYHbIX UHTEPHET-
CepBUCOB.

OCHOBHbIe COBETbI N0 60pb6e C KN6epOYNNNHIOM:

1. He 6pocatica B 60i. Jly4yLumin cnocob: NocoBeTOBaTLCA Kak cebs BECTU U, €C/IN HET TOrO,
K KOMY MOXHO 06paTuTbC, TO BHauasie YCMNOKOMTbCS. ECAM Thl HayHewb 0TBevaTb
0CKOp6IeHNAMM Ha 0CKOPB/IEHNS, TO TOMBKO eLLe 60/1bLLE PAa3OXOKeLLb KOH(PANKT;

2. YnpaBnsi cBoei KnbeppenyTaumen;

3. AHOHMMHOCTb B CeTM MHUMas. CyLIECTBYIOT CMOCOObI BbIICHATb, KTO CTOMT 3a
AHOHVMHbIM aKKayHTOM;

4. He CTOUT BECTU XY/NIUraHCKWI 06pa3 BUPTYaSIbHOM XXU3HW. VIHTEpPHET (DMKCHPYET BCe TBOU
[eNCTBMA N COXPaAHSAET UX. Y anuTb UX 6yfeT KpaiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOKO BUPTYaslbHYHO YeCTb CMOMOAY;

6. VrHopupyit eaMHWYHbI Heratue. OHOPa30Bble OCKOPOUTENbHbIE COOBLLEHMS Nyullle
UrHopupoBaTh. OGLIYHO arpeccysi NPEKPaLLAETCs Ha HadabHOM CTaauK;

7. baH arpeccopa. B nporpammax 06MeHa MrHOBEHHbIMU COOGLLEHUSMM, B COLMabHbIX
CETSAX eCTb BO3MOXHOCTb 6/T0KMPOBKM OTMPaBKYM COOBLLIEHMIA C ONPeieNeHHbIX apecoB;

8. Ecnm  Thbl cBuaeTenb KubepbynnuHra. TBOM [eACTBUS: BbICTYNWTb NPOTUB
npecnefoBatens, MokasaTb €My, YTO €ro [AeicTBMS OLIEHMBAIOTCS HEraTMBHO, MOAAEPXKaTb
XXEPTBY, KOTOPOIA HY>KHa NCUXO0/OrMYecKasi MOMOLLLb, COOBLLMTbL B3POC/IbIM O PaKTe arpecCMBHOTO
MOBeAEHNS B CETU.

MoOnJbHbII Te1eoH



CoBpeMeHHble CMapT(OHbI 11 NMNAHLLIETbI COAEPXKAT B Ce6€ BMOJHE B3POC/bI PYHKLMOHAN,
M Tenepb OHWM MOTFYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbtoTepamn. OAHaKo, CPeacTs
3alMTbl AN8 NOA0GHbLIX YCTPOMCTB NOKa 04eHb Mano. TECTUPOBaHUE U MOUCK YS3BUMOCTEN B HUX
MPOMCXOANT He TaK UHTEHCKBHO, Kak 415 MK, To )Ke caMoe KacaeTcst U MOBUbHbIX MPUIOXKEHNIA.

CoBpeMeHHble MOOW/bHbIE Gpay3epbl YXKe MPaKTUYeCKU AOTHa/M HACTOMbHbIE aHanoru,
OfHAKO pacLUMpeHne (yHKLUMOHana BfeyveT 3a CO60/ 6ONMbLUYID CNOXHOCTb W MEHbLUYHO
3aLMLLEHHOCTb.

[Janeko He Bce MPOM3BOAMTENN BbIMYCKatOT OOHOBMEHWS, 3aKpbIBalOLiME KPUTUYECKUE
YSI3BUMOCTM [/11 CBOMX YCTPOIACTB.

OCHOBHbIe COBeTbI AN 6e30nacHOCT MOBUBHOIO Teﬂe(*)OHaZ

Huuero He sBNsieTCA Mo-HacTosieMy 6ecnnaTHbIM. Byab OCTOPOXeH, Befpb Korpja Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaK1e-TO NAaTHbIE YCNYTHK;

[ymaid, npexxae Yyem otnpaBuTb SMS, OTO UM BUAEO. Tbl TOYHO 3HaeLb, F4e OHKU ByayT
B KOHEYHOM uTtore?

Heo6x041MMO0 06HOB/ATL OMepPaLoHHYO CUCTEMY TBOETO CMapT(OHa,;
cnonb3yii aHTUBMPYCHbIE MPOrpaMmbl Ans MOBUbHbLIX TeNleOHOB;

He 3arpyxail npunoXKeHUs OT HEM3BECTHOrO WUCTOYHMKA, BeAb OHW MOTYT COAEpPXKaTb
BPeAOHOCHOE MPOrpaMMHOe 06ecneyeHue;

Mocne TOro Kak Tbl BblAfellb C caliTa, r4e BBOAWA JNINYHYIO MH(OpMaLuto, 3ainam B
HaCTpONKK Gpay3epa 1 yaanu cookies;

MeproamnYecKy NPoBepsii, Kakne NnaTHbIe YCyrn akTUBMPOBaHbI HA TBOEM HOMEPE;

[aBaii cBOW HOMep MOGMNLHOIO TenedoHa TOMbKO MOAAM, KOTOPbIX Thi 3HAELIb U KOMY
[0BEPSELLb;

Bluetooth fo/mkeH 6bITb BbIK/IKOYEH, KOraa Tl UM He NoMb3yelbes. He 3abbiBail MHOrda
NPOBEPSATHL 3TO.

Online urpsi

CoBpeMeHHble  OHMAWH-UrPbl - 3TO  KPacOYHble, 3aXBaTblBAlOLUME Pa3B/EUYEHMS,
06beVHSIOLIME COTHU ThICAY YENOBEK MO BCEMY MUPY. VIFPOKM MUCCNEAyHOT fAaHHbIA UM Mup,
00LLAOTCS APYT C APYFOM, BbIMOHSAOT 3aaHus, CPaXKarTcs ¢ MOHCTPaMK 1 NOy4yatoT onbIT. 3a
YI0BOMbCTBUE OHM MNATAT: MOKYNalT AMCK, ONMaunBatoT aboOHEMEHT UM NPUOBPETAIOT Kakue-
TO OMLMN.

Bce 3Tu cpeacTBsa vayT Ha NOAAEPXKAHME U Pa3BUTUE UTPbI, @ TAKXKE Ha camy 6€30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKAOTCS HOBbIE MaTuv (LMGPOBbLIE 3an1aTKy
ANsi NPOrpamMm), 3aKpbIBaloTCA YSA3BUMOCTY CEPBEPOB.

B ﬂO,qO6HbIX nrpax CTOUT onacaTtbCA HE CTO/IbKO CBONX COMEPHUKOB, CKOTbKO KPaXkn TBOETO
napo/A, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLnmn 60/bLINHCTBA nrp.

OCHOBHbl€e COBETbI M0 6€30MacHOCTY TBOEr0 UIPOBOr0 aKKayHTa:



1. Ecnv opyroi nrpok BedeT cebs naoxo Uamn co3naeT Tebe HeNPUATHOCTH, 3a0/10KMNPYiA ero
B CMCKe UTPOKOB;

2. Moxanyiica aAMUHUCTPATOPaM UIPbl Ha NI0X0e NOBeAEHVe 3TOF0 UFPOKa, YKenaTeslbHO
MPUNOXMNTb KaK1e-To [0Ka3aTeNbCTBA B BUE CKPUHOB;

3. He ykasblBail NUHY0 NH(OopMaLMIo B npodaiisie urpsbl;
4. YBaxai Apyrmx y4aCTHUKOB M0 Urpe;

5. He ycTaHaBnmBaii HeohuumabHble NaTym 1 MOAbl;

6. icnonb3yin CNoXHbIe 1 pasHble Naponu;

7. [axe BO BpeMs Urpbl He CTOMT OTKAKOYaTb aHTMBMpPYC. loka Tbl Urpaellb, TBOWA
KOMMbIOTEP MOTYT 3apa3nTb.

DOUIIUHT WA Kpaxka JUIHbIX JAHHBbIX

OO6bIYHOI Kpaxkeil AeHEr 1 JOKYMEHTOB CErOfHS YXKe HAKOro He YAMBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHONOMMIA  3/10YMbILLUNEHHUKN  MEPEMECTUICL B MHTEPHET, W MNPOAO/HKaloT
3aHMMaTbCs "NHOUMbIM™ 1€/10M.

Tak nosBuiacb HOBas yrposa: WHTEPHET-MOLUEHHUYECTBA WU (PULLWHT, rN1aBHas Lenb
KOTOPOro COCTOMT B MOJyYeHUN KOH(MAEHUMANbHbIX [LAHHLIX MO0/b30BATENIEA - NOTMHOB U
naponeii. Ha anrnuiickom s3bike phishing untaetca kak guwmHr (o1 fishing - pei6Has nosns,
password - naposnsb).

OCHOBHbIe COBETHI M0 60pb6e C PULLNHIOM:

1. Cnepm 3a cBOUM akKayHTOM. Ecnv Tbl MOA03peBaeLlb, YTO TBOS aHKeTa bblfia B310MaHa,
TO HE06X0AMMO 3a06/10KMPOBATL €€ 1 COOBLLMTL aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Wicnonb3yii 6e3onacHble Be6G-CaliTbl, B TOM 4MC/E, NHTEPHET-MarasuHoB M MOVCKOBbIX
cUCTEM;

3. Vicnonb3yii CnoxHble U pasHble naponu. Takum 06pasom, ecnn Tebs B3/IOMarT, TO
3/10YMbILLNIEHHUKM MOMyYaT JOCTYN TONMbKO K O4HOMY TBOEMY NPOQUII0 B CETH, & HE KO BCEM;

4. Ecnv Tebsi B3IOManv, TO HEOGXOAMMO NPeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIe
[06aBneHbl y Te6s B APY3bsiX, 0 TOM, YTO Te6s B3IOMann 1, BO3MOXHO, OT TBOErO MMeHW ByaeT
PaCcChINATbCS CMam U CCbIKU Ha (DULLMHTOBbIE CalThl;

5. YcTaHoBM HaaexHbIn naposb (PIN) Ha MOGUbHbIV TeNegoH;
6. OTK/IOUM cCoXpaHeHWe napons B 6paysepe;

7. He oTKpbIBali haiinibl 1 Apyrve BNOXEHUS B MUCbMAaX, AaXe el OHU NMPULLIIN OT TBOUX
ApY3eid. Jlydlle YTOUHU Y HIUX, OTMPaBASAM N OHK Te6e 3T (aiifbl.

Hudposas penyranus



LincppoBas penyTtaumsi - aTO HeratMBHas WM NO3UTUBHaA UH(OpMaums B CeTU O Tebe.
KomnpomeTupytowas uHhopmauus, pasmelleHHas B MHTEPHeTe, MOXET Cepbe3HbiM 06pa3oMm
0TPa3nUTbCA Ha TBOEN peasibHOM >XM3HW. "Lindposas penytayums” - aT0 TBOM UMUK, KOTOPLINA
(hopmMupyeTcs U3 NHPopmauun o Tebe B MHTEPHeTE.

TBOE MECTO XXMTe/NbCTBa, y4ebbl, TBOE (PUHAHCOBOE MOJIOXKEHNE, 0COOEHHOCTN XapaKTepa U1
pacckasbl 0 6/IM3KNX - BCE 3TO HAaKanMBaeTCs B CETW.

MHorve noApoCTKN NEerkOMbIC/IEHHO OTHOCATCA K My6nMKauum NMYHON MHGopMauun B
NHTepHeTe, He NOHVMas BO3MOXHbIX NOC/eACTBMIA. Thl JaXke He CMOXeELLb A0rafaThCs 0 TOM, YTO
(hoTorpagms, pasmeLLeHHas 5 neT Hasag, cTasna NPUUMHON 0TKasa NPUHATL Tebs Ha paboTy.

KomMmeHTapum, pasMmeLLeHne TBOMX poTorpaduii n gpyrve AencTsus MoryT He UCUE3HYTb
[i@Xe nocne Toro, Kak Tbl X YAaMLLb. Thl He 3Haelllb, KTO COXPaHUA 3Ty MH(opMaLmio, nonana
NN OHAa B MOWCKOBbIE CUCTEMbI MU COXPaHWNacb NN OHA, a rNaBHOe: 4YTO MOAYMarT 0 Tebe
OKpy>KatoLLye Noan, KOTopble HaWgyT 1 yBUAAT 3T0. HailTu MH(popMaumio MHOro NIeT CnycTs
CMOXeT /1060 - KaK 13 Ao6pbIX MOBY)KAEHWI, TaK U C HAMePEHUEM MPUYNHAUTL BPes,. STO MOXET
ObITb KTO YroZHO.

OCHOBHbIe COBETbI MO 3alLMTE L(POBOIA penyTaLun:

1. Mopymaid, npexae 4Yem 4TO-TO My6/MKOBaTb WM MepefasaTb y cebsi B 6nore mnm B
couuanbHoiA cetu;

2. B HacTpoiikax npouas ycTaHOBM OrpaHMYeHUs Ha MPOCMOTP TBOEro Mpoguns n ero
COAEePXXMMOro, cAenai ero TonbKo "ansa apysen'™;

3. He pa3meLali 1 He yKasbliBaii MH(OPMAaLLMIO, KOTOpast MOXET KOro-Mb0 0CKopbnaTh nnm
06mKaTb.

ABTOpCKOE PaBo

CoBpeMeHHble LLIKOMbHUKM - aKTUBHbIE MO/b30BaTENM LIM(POBOro NpocTpaHcTBa. OfHAKO
[ANeKO He BCE 3HAOT, YTO MOJb30BaHWE MHOTMMU BO3MOXHOCTSIMM LIUGPOBOIO Mupa TpedyeT
CO6/MI0/IEHNS NPAB Ha VHTENNEKTYalbHYH COGCTBEHHOCTb.

TepMyUH "WHTENNeKTyalbHasd COOCTBEHHOCTL" OTHOCUTCA K Pas/MyYHbIM  TBOPEHUAM
4e/IOBEYECKOro YMa, HauMHas C HOBbIX M300PeTeHNA 1 3HAKOB, 0603HAYAIOLLMX COOCTBEHHOCTD
Ha NPOLYKTbI W YCNYrW, W 3aKaHuuBas KHuramu, @otorpapusammn, KuHO(UIbMaMK |
MY3blKa/IbHbIMW NPOU3BEAEHNAMN.

ABTOPCKME MpaBa - 3TO MpaBa Ha WHTENNEKTyaNbHY0 COGCTBEHHOCTb Ha MPOW3BEAEHNS
HayKW, NMTepaTypbl 1 UCKYCCTBA. ABTOPCKME NpaBa BbICTYMNAOT B KAYECTBE rapaHTUW TOF0, YTo
VHTENNEKTYaNbHbIA/TBOPYECKWIA TPy aBTopa He GyAeT HampacHbIM, 4acT eMy CrpaBef/MBbIe
BO3MOXHOCTYM 3apaboTaTh Ha pe3y/ibTaTax CBOEro Tpyaa, NoMyuYnTb U3BECTHOCTb U MPU3HaHMeE.
HuKTO 6€3 pa3peLLeHyst aBTOpa He MOXKET BOCMPOM3BOAWTb €r0 NPOU3BEAEHNE, PACNPOCTPAHSTD,
ny6/IMYHO [IEMOHCTPMPOBATb, MNPOAaBaTh, WMMMOPTMPOBATb, MyCKaTb B MPOKAaT, My6ANYHO
MCNONHSATb, NOKa3bIBaTb/UCMOMHATL B 3hiMpe UK pasMeLlaTb B IHTepHeETE.

Vicnonb3oBaHWe "'nupaTckoro™ nporpaMmMHoro o6ecrneyeHnss MOXeT npmuBecTn K MHOIMMm
pucKam: OT MOTEPU [AaHHbLIX K TBOMM aKKayHTaM [0 6I'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, rae
YCTaHOB/IeHa HenerasibHaa nporpamma. He cTouT Takxe 3abbIBaTh, UTO CYLWECTBYIOT flIEra/ibHbIE
1 becnnarHble nporpamMmmbl, KOTOPbIE MOXXHO HaliTN B CETWU.



O noprane

CeTeBMYOK.p() - TBOW INaBHbIN COBETYMK B CETU. 3[€Ch Thl MOXELLb Y3HaTb 0 6e30MacHOCTH
B CETW MOHATHbIM W [OCTYMHLIM A3bIKOM, & NPU BO3HUKHOBEHWM KPUTUYECKOW CUTyaumu
06paTUTLCA 3a COBETOM. A TaKXe MPUHATb yyacTMe B KOHKypcax W CTaTb CaMbiM LU(POBbIM
rpaxaaHnHom!



